IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF TENNESSEE
CHATTANOOGA DIVISION

TERPSEHORE MARAS,

Plaintiff,
Case. No. 1:21-cv-00317-DCLC-CHS
v.
District Judge Clifton L. Corker
REPRESENTATIVE STEVE COHEN, US
DOMINION, INC., DOMINION VOTING
SYSTEMS, INC., DOMINION VOTING
SYSTEMS CORPORATION, MEDIA
MATTERS FOR AMERICA and ALI
ABDUL RAZAQ AKBAR A/KA/ ALI
ALEXANDER,

Magistrate Judge Christopher H. Steger

Defendants.
PLAINTIFF TERPSEHORE MARAS’ SUPPLEMENTAL BRIEF TO
PLAINTIFF’S MOTION TO COMPEL PRODUCTION OF DOCUMENTS
IDENTIFIED IN NON-PARTY J. ALEXANDER HALDERMAN’S SUBPOENA

COMES NOW Plaintiff Terpsehore Maras and, by and through undersigned counsel and
pursuant to LR7.01(d), hereby files Plaintiff Terpsehore Maras’ Supplemental Brief to Plaintiff
Terpsehore Maras’ Supplemental Brief to Plaintiff’s Motion to Compel Production of Documents
Identified in Non-Party J. Alexander Halderman’s Subpoena, and Plaintiff respectfully shows unto
this Honorable Court the following:
I.

THE HALDERMAN REPORT IS NECESSARY AS CORROBORATING
EVIDENCE THAT WILL BE USED IN PLAINTIFF’S CASE IN CHIEF IN
PROVING HER DEFAMATION CASE AGAINST THE DEFENDANTS.

After Plaintiff filed her Motion to Compel Production of Documents Identified in Non-Party
J. Alexander Halderman’s Subpoena, new information was obtained regarding the apparent election
fraud in the 2020 elections. The Plaintiff is a former private intelligence contractor, a whistleblower
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and an investigative journalist seeking to remedy the damages to her reputation due to the statements
of libel/defamation made by the Defendants. While Dr. J. Alexander Halderman’s purported lawyer
(David Cross) did not initially object to being counsel for Dr. Halderman, Mr. Cross now objects to
being counsel for Dr. Halderman. See Exhibit A, E-mail Correspondence from David Cross. As such,
Plaintiff’s Certificate of Service will be updated to serving Dr. Halderman at his last known address.
As an investigative journalist, Plaintiff has confidential sources that have provided her with
both the public seven page summery and a non-public unredacted twenty-four-page summary of the
Halderman Report that she has obtained from sources that are protected, as they are privileged and
confidential. See Exhibit B, September 21, 2021, Declaration of J. Alexander Halderman; see Exhibit
C, August 2, 2021 Declaration of J. Alexander Halderman. As the court can see, both of Dr.
Halderman’s reports directly relate to matters contained in Plaintiff’s Affidavit, which forms the basis
and impetus of the Defendants’ defamation. The Plaintiff presented evidence of election fraud in her
affidavit and she now needs Dr. Halderman’s full unredacted twenty-five-thousand-word report to
use as corroborating evidence in proving her defamation case in chief against the Defendants.
Both of Dr. Halderman’s election fraud declarations, which are summaries of his details
reports and they are proof positive of election fraud, which expressly named the Dominion equipment.
Dr. Halderman’s Declarations show different perspectives and aspects of the severe vulnerabilities
that demonstrate that the right to vote by citizens is unprotected when using Dominion Voting
machines. In her Affidavit, Plaintiff testified that vulnerabilities from COTS (components off the
shelf) as Shellshock1 and patch management systems in place are still vulnerable to domestic and
foreign hacking and it was made public. Thus far, Georgia's Center for Election Systems were found
to have not had a patch in either 2016 or 2018. See Exhibit D, Georgia election systems could have

1

Shellshock is a vulnerability that allows systems containing a vulnerable version of Bash to be exploited to execute
commands with higher privileges. This allows attackers to potentially take over that system.
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been hacked before 2016 vote, https://www.politico.com/news/2020/01/16/georgia-election-systemscould-have-been-hacked-before-2016-vote-100334 (last visited March 17, 2022).
In fact, Dr. Halderman’s two Declarations regarding election fraud concur with Plaintiff's
Affidavit and her testimony regarding the COTS (components off the shelf) vulnerabilities. Many
states have ignored the patch vulnerabilities of COTS and many state and/or electronic voting systems
remain unpatched and are compromised (knowingly or unknowingly), despite the repeated
Department of Homeland Security alerts that were sent out to states. This compromise makes the
states and/or electronic voting systems vulnerable to Shellshock, which means that the electronic
voting machines are at a continuous state of vulnerability to domestic and/or foreign hacking. In
addition, it is public knowledge that Georgia's Center for Election Systems were determined to be
vulnerable from even before the 2016 elections, which concurs with Plaintiff’s sworn testimony of
ongoing long standing voting integrity concerns. See Exhibit D.
II.

ARGUMENT AND CITATION OF AUTHORITY

Pursuant to Local Rule 7.1(d),
Supplemental Briefs. No additional briefs, affidavits, or other
papers in support of or in opposition to a motion shall be filed
without prior approval of the Court, except that a party may file a
supplemental brief of no more than 5 pages to call to the Court's
attention developments occurring after a party's final brief is
filed. Any response to a supplemental brief shall be filed within 7
days after service of the supplemental brief and shall be limited to
no more than 5 pages.
Local Rule 7.1(d) (emphasis added).
In the case at bar, this Court should compel Dr. Halderman to produce his full and
unredacted Report because it contains corroborating sworn testimony regarding election fraud that
Plaintiff needs in order to prove her defamation case against the Defendants. Dr. Halderman’s
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Report on the election fraud is not privileged. Dr. Halderman’s report is discoverable. Plaintiff
needs this report as corroborating evidence in order to prove her election fraud case.
Respectfully submitted this 17th day of March, 2022.
THE NEWMAN LAW FIRM

/s/ Russell A. Newman
__________
Russell A. Newman, BPR No. 033462
6688 Nolensville Road
Suite 108-22
Brentwood, TN 37027
(615) 554-1510 (Telephone)
(615) 283-3529 (Facsimile)
E-mail:russell@thenewmanlawfirm.com
Attorney for Plaintiff Terpsehore Maras
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CERTIFICATE OF SERVICE
I, Russell A. Newman, do hereby certify that I am counsel for Plaintiff Terpsehore Maras in the
above-captioned matter and that a copy of the PLAINTIFF TERPSEHORE MARAS’
SUPPLEMENTAL BRIEF TO PLAINTIFF’S MOTION TO COMPEL PRODUCTION OF
DOCUMENTS IDENTIFIED IN NON-PARTY J. ALEXANDER HALDERMAN’S
SUBPOENA was filed and served via the CM/ECF system for the United States District Court,
Eastern District of Tennessee, Chattanooga Division via electronic mail to the following CM/ECF
filers:
W. Scott Sims, Esq.
Michael R. O’Neill, Esq.
Sims│Funk, PLC
3322 West End Ave., Suite 200
Nashville, TN 37203
(615) 292-9355 (Telephone)
(615) 649-8565 (Facsimile)
ssims@simsfunk.com
moneill@simsfunk.com
Attorneys for Dominion Defendants
Robb Harvey, Esq.
511 Union Street, Suite 2700
P.O. Box 198966
Nashville, TN 37219-8966
Robb.harvey@wallerlaw.com
Todd B. Tatelman, Esq.
Sarah Clouse, Esq.
5140 O’Neill House Office Building
Washington D.C. 20515
Todd.tatelman@mail.house.gov
Sarah.clouse@mail.house.gov
Attorneys for Congressman Steve Cohen
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Mozianio S. Reliford, Esq.
William J. Harbison, II, Esq.
1201 Demonbreun Street, Suite 1000
Nashville, TN 37213
treliford@nealharwell.com
jharbison@nealharwell.com
Attorneys for Defendant Media Matters for America
And via E-Mail on the following non-registered CM/ECF filers:
Baron Coleman, Esq.
Three South Jackson Street
P.O. Box 789
Montgomery, AL 36101-0789
baron@baroncoleman.com
Attorney for Defendant Ali Abdul Razaq Akbar
And via U.S. Mail on the following non-registered CM/ECF filers:
Dr. J. Alexander Halderman
632 N 4th Ave.
Ann Arbor, MI 48104
Respectfully submitted this 17th day of March, 2022.
THE NEWMAN LAW FIRM

By:

/s/ Russell A. Newman ___________
Russell A. Newman, BPR # 033462
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Thursday, March 17, 2022 at 00:19:07 Central Daylight Time

Subject: RE: Halderman Subpoena: Curling v. Raﬀensperger
Date: Wednesday, March 16, 2022 at 10:47:01 Central Daylight Time
From: Cross, David D.
To:
Russell Newman
Mr. Newman I received a hardcopy by regular mail of a moMon to compel it appears you have ﬁled against Dr. Halderman in your
case. It’s unclear why you did not send a courtesy copy by email given we have corresponded by email regarding the
subpoena. You also must know that these days folks oRen are not in the oﬃce given many business faciliMes remain
closed with employees working remotely.
In any event, you have not properly served your moMon. I did not agree to accept service of the moMon on behalf of
Dr. Halderman, nor did you ask that I do so. I also do not have authority for him to do that. If you intend to pursue
this moMon, you need to eﬀect proper service. Please conﬁrm that you will let the court know that the moMon has
not been served.
I once again encourage you to withdraw this moMon and not to pursue the subpoena. Your moMon misstates the law
and is completely lacking in merit. I also understand that the court has not yet authorized discovery to begin in your
case, which makes the subpoena and the moMon doubly improper. Please understand that we will seek all fees and
costs associated with this subpoena if you persist given its obvious impropriety and the frivolousness of your pursuit
in light of the order from Judge Totenberg prohibiMng Dr. Halderman from disclosing the report you seek.
Best,
DC
From: Cross, David D. <DCross@mofo.com>
Date: Monday, Feb 14, 2022, 10:56 PM
To: Russell Newman <russell@thenewmanlawﬁrm.com>
Subject: RE: Halderman Subpoena: Curling v. Raﬀensperger
Mr. Newman The Court repeatedly has ordered the parMes and Dr. Halderman not to disclose the report to third parMes. It also has
repeatedly denied moMons by third parMes ﬁled in our case for a copy of the report, just as you’re seeking. Judge
Totenberg’s orders are publicly available on the docket in our case.
What authority do you have that one federal judge can order disclosure of something another federal judge has
ordered not to be disclosed? You fundamentally misunderstand the jurisdicMon of federal courts which is naMonal,
not regional as you wrongly posit — which is of course why courts can and oRen do enter injuncMons and other
orders that apply across the US, not just in a parMcular district or circuit.
Again, if you make us brief this in your court, we’ll seek fees and costs and any other appropriate relief. A moMon to
compel would be uberly frivolous.
Best,
DC
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From: Russell Newman <russell@thenewmanlawﬁrm.com>
Date: Monday, Feb 14, 2022, 7:28 PM
To: Cross, David D. <DCross@mofo.com>
Subject: Re: Halderman Subpoena: Curling v. Raﬀensperger
External Email

Good evening, Mr. Cross.
Thank you for your e-mail. We will direct future correspondence to you as counsel for Dr. Alex Halderman as it relates
to PlainMﬀ's subpoena.
PlainMﬀ intends to move forward by ﬁling a moMon to compel, but before doing so I wanted to have a brief
conversaMon with you in a good faith eﬀort to amicably resolve our dispute without involving our judge. PlainMﬀ
contends that the Northern District of Georgia, Atlanta Division does not have subject maber jurisdicMon over the
Eastern District of Tennessee, Chabanooga Division. Even at the appellate level, we are in Sixth Circuit Court of
Appeals and the Curling case is in the Eleventh Circuit Court of Appeals. As such, neither the district court nor court
of appeals have subject maber jurisdicMon over our court. Could you please share with us the authority that you are
relying on to withhold producMon of otherwise discoverable items?
Kindly provide us with a response as soon as possible, but in any event please do so by the close of business on
Wednesday (02/16/22). In advance, thank you for your consideraMon of this maber.
Best regards,
Russell A. Newman, Esq.
The Newman Law Firm
6688 Nolensville Road
Suite 108-22
Brentwood, TN 37027
T: (615) 554-1510
F: (615) 283-3529
Email: russell@thenewmanlawfirm.com
https://www.thenewmanlawfirm.com/
CONFIDENTIALITY NOTICE: This e-mail communication, including any attached files was sent by or on behalf of the firm and may contain material that
entity to which it is addressed. If you are not the intended recipient or the person responsible for delivering this Communication to the intended recipient,
error, please immediately notify the sender via return email or telephone.

On Mon, Feb 14, 2022 at 1:09 PM Cross, David D. <DCross@mofo.com> wrote:
Mr. Newman –

Please see the abached correspondence.
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Best,
DC

DAVID D. CROSS
CHAIR OF ANTITRUST LITIGATION PRACTICE
Partner | Morrison & Foerster LLP
2100 L Street, NW, Suite 900 | Washington, DC 20037
P: +1 (202) 887-8795
mofo.com | LinkedIn | Twitter

============================================================================
This message may be conﬁdenMal and privileged. Use or disclosure by anyone other than an intended addressee is
prohibited. If you received this message in error, please delete it and advise the sender by reply email. Learn about
Morrison & Foerster LLP’s Privacy Policy.
============================================================================
This message may be conﬁdenMal and privileged. Use or disclosure by anyone other than an intended addressee is
prohibited. If you received this message in error, please delete it and advise the sender by reply email. Learn about
Morrison & Foerster LLP’s Privacy Policy.
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EXHIBIT A
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA
ATLANTA DIVISION

DONNA CURLING, ET AL.,
Plaintiffs,
v.

DECLARATION OF
J. ALEX HALDERMAN

BRAD RAFFENSPERGER, ET AL.,
Defendants.

Civil Action No. 1:17-CV-2989-AT

Pursuant to 28 U.S.C. § 1746, J. ALEX HALDERMAN declares under
penalty of perjury that the following is true and correct:
1.

I hereby incorporate my previous declarations as if fully stated herein. I

have personal knowledge of the facts in this declaration and, if called to testify as a
witness, I would testify under oath to these facts.
2.

My July 1, 2021, expert report describes numerous security

vulnerabilities in Georgia's D minion ICX BMDs. These include flaws that would
allow attackers to install malicious software on the ICX, either with temporary
physical access (such as that of voters in the polling place) or remotely from election
management systems. They are not general weaknesses or theoretical problems, but
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rather specific flaws in the ICX software, and I am prepared to demonstrate proofof-concept malware that can exploit them to steal votes cast on ICX devices.
3.

Some of these critical vulnerabilities could be at least partially mitigated

through changes to the ICX software if Dominion implemented such changes and
jurisdictions deployed them. However, it would likely take months for Dominion to
assess the problems, develop responsive software updates, test them, obtain any
necessary approvals from the EAC and state-level certification authorities, and
distribute the new software to states, as well as additional time for localities to install
the changes. But Dominion cannot begin this process, because (to my knowledge)
they have yet to learn what is in my report.
4.

My analysis also concludes that the ICX is very likely to contain other,

equally critical flaws that are yet to be discovered. Jurisdictions can mitigate this
serious risk through procedural changes, such as reserving BMDs for voters who need
or request them. Election officials cannot make an informed decision about such
urgent policy changes or any other mitigations until they have assessed the technical
findings in my report. However, to my knowledge, the Georgia Secretary of State's
Office has yet to even request access to it, despite Plaintiffs' repeated offers to make
it available to appropriate individuals at the Secretary's Office.

2
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5.

Nor do these problems affect Georgia alone. In 2022, the ICX will be

used in parts of 16 states. 1 Nevada will use it as the primary method of in-person
voting in certain areas of the state. Louisiana is slated to use it for early voting in a
DRE configuration where there is not even a paper trail. It will be used for accessible
voting in Alaska and large parts of Arizona, California, Colorado, and Michigan. It
will also see some use in parts of Illinois, Kansas, Ohio, Missouri, New Jersey,
Pennsylvania, Tennessee, and Washington State. Officials in these jurisdictions too
must act to update the software and their procedures, but they cannot do so without
information about the problems. Continuing to conceal those problems from those
who can-and are authorized to-address them, to the extent possible, serves no one
and only hurts voters (and heightens the risk of compromise in future elections).
6.

The most effective way to ensure that the necessary information gets to

the parties responsible (without also falling into the wrong hands) would be to share
my report with the Cybersecurity and Infrastructure Security Agency (CISA), which
operates a Coordinated Vulnerability Disclosure (CVD) program for just this
purpose. CISA is a federal agency that collaborates with state and local governments,
election officials, federal partners, and vendors to manage risks to U.S. election

See Verified Voting, "Verifier Search - November 2022," https://verifiedvoting.
org/verifier/#mode/search/year/2022/model/ImageCast%20X.
1

3
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infrastructure. 2 Under CISA's CVD process, agency staff would independently
validate the vulnerabilities, work with Dominion to develop software updates as
necessary, and facilitate sufficient time for affected states and localities to apply
mitigation strategies. 3 CISA strives to disclose "accurate, neutral, objective
information focused on technical remediation and mitigation" and to "correct
misinformation where necessary ," 4 making it well qualified to coordinate the
disclosure of such sensitive vulnerabilities.
7.

Geoff Hale, Director of CISA's Election Security Initiative, has

confirmed to me that, if the Court permits it, the agency would be willing to receive
my expert report and carry out coordinated vulnerability disclosure activities as
appropriate (see Exhibit 1). Mr. Hale requests that I and my assistant Drew Springall
be available for consultation with CISA during the CVD process, which we would be
willing to do subject to the Court's permission.
8.

Informing responsible parties about the ICX's vulnerabilities is

becoming more urgent by the day. Foreign or domestic adversaries who are intent on

Cybersecurity and Infrastructure Security Agency, "Election Infrastructure
Initiative," https://www .cisa.gov/election-security.
3 Cybersecurity and Infrastructure Security Agency, "Coordinated Vulnerability
Disclosure Process," https://www.cisa.gov/coordinated-vulnerability-disclosureprocess.
4 Id.
2
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attacking elections certainly could have already discovered the same problems I did,
yet Georgia's 2022 primaries are less than nine months away, and other states that
use the ICX will conduct high-profile elections even sooner. It is important to
recognize the possibility that nefarious actors already have discovered the same
problems I detail in my report and are preparing to exploit them in future elections.
Providing my report to CISA through its CVD program will ensure that Dominion
and affected jurisdictions are able to begin appropriate mitigations as soon as
possible. Continuing to withhold my report from CISA puts voters and election
outcomes in numerous states at unnecessary, and avoidable, risk.
9.

I understand that State Defendants object to disclosure to CISA on the

argument that my report should be used only for this lawsuit. But this ignores the
implications of my report and my role in this matter. I am not a party to this lawsuit.
I am an independent expert who was engaged to conduct an impartial assessment of
the security and reliability of the Dominion BMD system, using (in part) election
equipment that the Court ordered I be provided. I have done that, as reflected in my
lengthy, detailed report and other submissions in this matter. As an independent
expert and member of the election integrity community, I have a professional
obligation to take appropriate steps to ensure that the severe vulnerabilities my report
describes are properly remediated, to the extent possible, and that those tasked with

5
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election security and administration across the country have the information they
need to make responsible, informed decisions about election procedures, including
the equipment used, the manner and purposes for which it is used (including whether
it is used at all), the steps needed to secure that equipment and other aspects of the
election systems in which it is used, and more. In short, my professional obligations
do not end at the boundaries of this lawsuit, nor do the serious risks to voters and
elections that my report discusses in depth. Additionally, I can imagine no prejudice
to anyone in this lawsuit (or beyond) from disclosure of my report to CISA, nor am I
aware of any claim of prejudice from any of the parties.
10.

I of course have complied, and will continue to comply, with all

directives from the Court regarding disclosure of my work in this matter. I submit
this declaration to explain why I believe disclosure of my report to CISA is critically
important (and not just for Georgia) and to respectfully ask that the Court allow that
disclosure, rather than accept State Defendants' position that my findings must not
be shared beyond the confines of this lawsuit, including with those who are
authorized to address the vulnerabilities with the ICX and stand ready to do so. Ifmy
findings regarding the ICX actually present no meaningful risks to voters and election
outcomes and therefore require no remediation, as I gather State Defendants would
have the Court believe, CISA is well positioned to determine that. If, on the other

6
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hand, my findings do warrant remediation, as I believe they do, then CISA is well
positioned to work with Dominion and the appropriate authorities around the country
to implement remedial measures. I can see no reason to prevent (or further delay) that
important work for future elections. And I note that none of State Defendants' experts
have disputed my findings regarding the ICX machines. Only Dr. Juan Gilbert has
responded to my sealed report, and he has not examined the machines (or used them)
to my knowledge.

I declare under penalty of the perjury laws of the State of Georgia and the
United States that the foregoing is true and correct and that this declaration was
executed this 21st day of September, 2021 in Ann Arbor, Michigan.
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Gmail

J. Alex Halderman <halderman@gmail.com>

Vulnerability Disclosure
Hale, Geoffrey <Geoffrey.Hale@cisa.dhs.gov>
To: "J. Alex Halderman" <jhalderm@umich.edu>
Cc: Andrew Springall <andrew.springall@gmail.com>

Thu, Aug 19, 2021 at 12:15 PM

Prof. Halderman,

Thank you for your email. Yes, CISA would be willing to receive the report regarding possible vulnerabilities in election
infrastructure for inclusion in CISA’s Coordinated Vulnerability Disclosure (CVD) process and would carry out any further
coordinated disclosures activities as appropriate. As we share on our public website (https://www.cisa.gov/coordinatedvulnerability-disclosure-process), CISA’s CVD program coordinates the remediation and public disclosure of newly
identified cybersecurity vulnerabilities in products and services with the affected vendor(s). Note that part of our process
may also involve validating any alleged vulnerabilities, planned mitigations, remediations, or patches with the security
researcher who discovered the alleged vulnerability, so we would appreciate if you could continue to be available for
consultation during the CVD process as well.

As shared on our website, please submit any vulnerability reports for CVD coordination using the form here:
https://www.kb.cert.org/vuls/report/

Best,
Geoff

From: J. Alex Halderman <jhalderm@umich.edu>
Sent: Wednesday, August 18, 2021 4:37 PM
To: Hale, Geoffrey <Geoffrey.Hale@cisa.dhs.gov>
Cc: Andrew Springall <andrew.springall@gmail.com>
Subject: Vulnerability Disclosure

CAUTION: This email originated from outside of DHS. DO NOT click links or open attachments unless you recognize
and/or trust the sender. Contact your component SOC with questions or concerns.

Dear Mr. Hale,

We are writing to you in your capacity as Director of the Election Security Initiative at the federal Cybersecurity and
Infrastructure Security Agency (CISA).

We understand that the Election Security Initiative at CISA works to ensure the physical security and cybersecurity of the
systems and assets that support the Nation’s elections, including through detection and prevention, information sharing
and awareness, and incident response.
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As you may be aware from recent press reports, one of us (Halderman) is presently serving as an expert witness for the
plaintiffs in Curling v. Raffensperger (Civil action no. 1:17-CV-2989-AT, N.D. Ga.), a case that concerns the security of
Georgia's election system. A year ago, the court granted plaintiffs access to an ICP ballot scanner and ICX ballot marking
device as used in Georgia in order to test their security. Following months of analysis, on July 1, Dr. Halderman submitted
an expert report that describes several very serious vulnerabilities we found in the equipment, which, to our knowledge,
have not been previously documented or disclosed.

Given the nature of the vulnerabilities and the time that would be necessary to mitigate them before the 2022 midterm
elections, we believe it is critical for Dominion and affected jurisdictions (which include Georgia and parts of many other
states) to begin taking responsive action soon. It is also vitally important to prevent information sufficient to exploit the
vulnerabilities from falling into the wrong hands, and to avoid fueling election-related misinformation if possible.

Currently, disclosure of the expert report to anyone other than outside litigation counsel for the parties is strictly prohibited
by the Court’s protective order and by recent directives from the judge. However, if permitted by the Court, we would like
to share the report with CISA and ask your agency to carry out appropriate further disclosure of the information it contains
to Dominion and affected jurisdictions as you see fit, under CISA's coordinated vulnerability disclosure (CVD) program
(https://www.cisa.gov/coordinated-vulnerability-disclosure-process).

We understand that under this process, CISA will work with the vendor (Dominion) for mitigation development and the
issuance of patches or updates and to facilitate sufficient time for affected end users to obtain, test, and apply mitigation
strategies. We further understand that CISA strives to disclose "accurate, neutral, objective information focused on
technical remediation and mitigation" and to "correct misinformation where necessary".

Please confirm that CISA would be an appropriate agency to handle coordinated vulnerability disclosure for election
infrastructure under these circumstances, and that you would be willing to receive the report (subject to the Court's
permission) and carry out further disclosures as you deem appropriate.

Sincerely,

J. Alex Halderman
Drew Springall
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Georgia election systems could have
been hacked before 2016 vote

Georgia has been at the center of questions about voter security, due to the fact the state has used insecure
paperless voting machines since 2002. | David Goldman/AP Photo
By KIM ZETTER
01/16/2020 11:07 PM EST

A Georgia election server contains evidence that it was possibly hacked before
the 2016 presidential election and the 2018 vote that gave Georgia Gov. Brian
Kemp a narrow victory over Democratic opponent Stacey Abrams, according to
an election security expert.
The incident, which occurred in late 2014, long before either of those elections,
not only calls into question the integrity of Georgia’s voting machines during
critical elections, but raises new questions about whether attackers were able to
manipulate election data and voter information through the compromised
server.
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It's unclear who may have carried out the alleged attack or if voter information
was altered, but Logan Lamb, the election security expert who uncovered the
activity, believes that if hackers did breach the server, they could have gained
“almost total control of the server, including abilities to modify files, delete
data, and install malware.”
Georgia has already been at the center of questions about voter security, due to
the fact that the state has used insecure paperless voting machines since 2002.
Additionally, Georgia counties were among those that Russian hackers targeted
in 2016 when they breached some state websites and probed others for
vulnerabilities that would have given them access to voter registration
databases and other election data and systems.
The Georgia server in question has been at the heart of a 2018 lawsuit brought
by election integrity activists seeking to bar Georgia from using its paperless
voting machines.
Lamb, who is an expert witness for the plaintiffs, uncovered the anomalies in
an investigation for the plaintiffs. The allegation about the server, first reported
by The Associated Press, were contained in an affidavit from Lamb filed
Thursday in Atlanta federal court as part of the lawsuit.
Lamb declined to speak with POLITICO due to a court order, but one of the
groups behind the case said his findings paint a disturbing picture about the
state of elections in Georgia.
“It creates a very dark cloud over all of the previous elections because as we
know there was no way to audit them, there was no ... attempt at accountability
by the secretary of state, and the entire programming of elections was
outsourced," said Marilyn Marks, executive director of the Coalition for Good
Governance, one of the groups behind the lawsuit.
"[W]hat Logan’s findings show us … is that vulnerabilities were not just
hypothetical as the state had been claiming. Now we know that it was a very
real risk, but what we don’t know is just how bad did it get. And the public
deserves to know," she said.
Georgia used the server to distribute critical election and voter registration files
to counties throughout the state. The state has insisted, however, that it never
distributed files to program voting machines through the server. Instead, it
delivered these files to counties physically. But if the server was compromised,
it could have been a vehicle to distribute malware to any county election
worker who connected to it.
Georgia’s secretary of state, Brad Raffensperger, did not respond immediately
to a request for comment. Kemp served as secretary of state at the time of the
2016 election, before being elected governor in 2018.
The Center for Election Systems at Kennesaw State University, which was
responsible for programming all of the voting machines in Georgia before every
election, owned and operated the server in question. That server was already
known to have security issues.
As POLITICO first reported, months before the 2016 election, Lamb discovered
that the KSU server was improperly secured so that anyone could access
sensitive election data stored on it, and it also had an unpatched vulnerability
in so-called Drupal software the server used, which would have allowed
attackers to take control of the server and alter or delete data on it, or to post
malware that could have infected the computers of election officials accessing
the server.
Logan made the discovery by chance when he visited the Center for Election
Systems website to learn more about their role in programming voting
machines for Georgia.
After the POLITICO story published in June 2017, the plaintiffs filed their
lawsuit and sought to obtain the server for evidence supporting their
contention that Georgia’s election systems are not secure and could have been
tampered with in the 2016 election.
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But officials at Kennesaw wiped the server clean shortly after the plaintiffs filed
their suit. The FBI had a mirror image of the server, which had been made in
March 2017, but state officials fought to prevent the plaintiffs from obtaining it
to examine. They lost that fight last year.
Only recently was Lamb able to examine the server for evidence of tampering.
In his affidavit, Lamb said the server appears to have been compromised in
December 2014, using an unpatched vulnerability called “Shellshock” that had
been publicly revealed and widely reported three months earlier.
The Shellshock vulnerability is different from the Drupal one Lamb discovered
when he visited the Center’s website in 2016. Both the Shellshock and Drupal
vulnerabilities had been publicly exposed around the same time, but despite
both receiving extensive media coverage and even a Department of Homeland
Security alert in the case of Shellshock, officials at the Center for Election
Systems failed to apply a patch to close either of them when the patches were
released.
Although a log on the server shows some of the alleged intruder’s activity on it,
there are signs the intruder may have deleted important information from the
log, preventing Lamb from viewing everything that occurred.
A different log on the server that recorded access to the server’s contentmanagement system — the software the Center used to publish files and
content on the Center’s website for election officials to access — also thwarted
Lamb’s investigation because he had access to records going back to only Nov.
10, 2016, a few days after the 2016 election. This prevented him from seeing
who might have accessed the content-management system prior to that date or
altered its contents.
Lamb suggests in his court document that the logs were deleted intentionally
and this was done for suspicious reasons.
“I can think of no legitimate reason why records from that critical period of
time should have been deleted,” he wrote.
But it's not uncommon for log files to record data for only a certain time period
before they overwrite those records. Information about Drupal's access log
published on a forum for Drupal developers and users indicates its access log
saves data for only 16 weeks before deleting and overwriting it.
The other log Lamb was able to examine for the server itself does go back
further, and this log shows that on Dec. 2, 2014, a new user named
“Shellshock” was created on the server — the same name as the widely known
vulnerability that was apparently used to get into the server.
About 15 minutes later, the log shows, the Shellshock vulnerability was patched
on the server.
It’s common for hackers to immediately patch the vulnerability they used to
access a system, in order to keep other potential attackers out and maintain
their control of the system. Although it could have been a system administrator
who patched the server and created the Shellshock user account, a security
expert told POLITICO it’s unlikely.
“If I were a [system administrator], why would I create it and call it the same
name as the [vulnerability]?” said Kevin Skoglund, an independent security
expert. He said the suspicious name of the user account suggests the attackers
may have been using automated software to scan for internet-connected
servers containing the flaw. Once their malicious software found a vulnerable
system, it may have been programmed to then automatically create a
Shellshock user account on the system.
Lamb wrote in the court document that evidence in the log made it appear that
the Shellshock user also tried to hide their activity once on the server. The log
records a history of any commands initiated on the server, but it contained only
a couple commands, suggesting the intruder may have deleted others.
There could be reasonable explanations for the suspicious activity Lamb
spotted on the server.
“There may still be other explanations. It is possible, for example, that a CES
employee” was the person behind the unusually named Shellshock account, he
wrote in his court document.
But if a CES worker did apply the Shellshock patch in December, following the
extensive media covered the Shellshock vulnerability had received three
months earlier in September, it’s odd that they didn’t also patch the Drupal
vulnerability that was publicly disclosed in October that year. The latter
vulnerability was still on the server in August 2016 when Lamb visited it.
He believes the evidence points to an intruder.
“The long unpatched software, unusual username, potentially modified
command history, and near immediate patching of the Shellshock bug are all
strong pieces of evidence that an outside attacker gained access to the KSU
server by exploiting the Shellshock bug,” he wrote. Further investigation would
need to be done to confirm this, he noted.
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